ARP Scenarios



Scenario 1: Sending packets directly to the
destination when going inside the network

IP: 172.16.10.10
Mask: 255.255.255.0
Def.Gate: 172.16.10.1
MAC: 2790

cv CAYWINNT system32'\cmd.exe

C:\>ping 172.16.10.25

\N_ 7

IP: 172.16.10.25
Mask: 255.255.255.0 :
MAC: 6883 PcpT

2550-5
/%Wi&h[l\

‘—/ b
PC-PT

Pc3

PDU Info at Device: PcO
0SI Model | Outbound PDU Details I

—PDU Formats

31 Bits

31 Bits

IP
0 4 8 16 19
4 | m | Tos: oxo TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0x0
TTL: 32 | PRO: Dx1 CHKSUM: 0x0
SRC IP: 172.16.10.10
DST IP: 172.16.10.25
OPT: 0xD [ oxo
DATA (YARIABLE LENGTH)
ICMP
0 8 16
TYPE: 0x8 | CODE: 0x0 |  CHECKSUM: 0x0




J
|
i : = PC-PT
PDU Info at Device: PcO
0SI Model | Outbound PDU Details l PcO Pcl

—PDU Formats

IP 778
0 4 8 16 19 31 Bits ‘.
4 | HL | TOS: OxO TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0x0 2621XM
TTL: 32 | PRO: Ox1 CHKSUM: 0x0 Router

SRC IP: 172.16.10.10

DST IP: 172.16.10.25

OPT: 0xD |  oxo
DATA (VARIABLE LENGTH)

ICMP
~— —
0 8 16 31 Bits g WP/TI
| Tvre: oxs | cobE:oxo | cHECksum:oxo | PC-PT
Pc2 Pc3

* Does the PcO need to issue an ARP Request before sending out this packet?
— Framing the ARP Request: What is the Destination MAC Address?
— ARP Request: | know ., but | need to know the
— ARP Reply: You knew my , but here is my
— What information is added to the ARP Table?
*  What does Pc0O do with the ARP Request information?




ARP Table

IP: 172.16.10.10 IP: 172.16.10.25 <@ -+-+-
Mask: 255.255.255.0 :
Mask: 255.255.255.0
Def.Gate: 172.16.10.1 MAC: 6883
MAC: 2790 e— x ' <
PC-PT

?(Next slide)

3. Examine ARP Table for Destination IP
Address 172.16.10.25 and an associated
MAC Address . No entry.

. - A
£50-2 2621%M
witchO RouterD
2. Yes, so the Destination MAC Address IP: 172.16.10.1
must be the MAC Address associated with Mask: 255.255.255.0
the Destination IP Address. KR MAC: D155
0’.’ ‘m .
’.” *+;, 1.1s the Source IP ﬁ, o
’.’ i 'Apdress and Destination PC- pT'-
R PC-PT IP’Agdress on the same
o netwosk (subnet)? How Pc3
o Pce does it d@.t’ermine this?
Ethernet Headep’ IP Heade

Destination IP Rest of IP | Data

Destination ,» | Source MAC | Type | Source ITddre
MAC Add. »* Address ddress Hdr
}" 2790 ox800! 172.16.10.10 172.16.10.25 ICMP




IP: 172.16.10.25

ARP Table :\:a;z22156512%; %55 0 Mask: 255.255.255.0
172.16.10.25 6883 47D 4R A( MAC: 6883
., © Def.Gate: 172.16.10.1 ARP Table
- MAC: 2790 e
- & | 172.16.10.10 2790
e PC-P 3. ARP Request PC-PT A
(broadcast) Pcl :
4. Update ARP Table from ARP Request

SP. Reply (unicast)

PcO

A

5. Undate ARP ]

L]
1. Examine ARP Table for Destination IP
_ 0SIModel | Inbound PDU Details | Gutbound PDU Details |

Address 172.16.10.25 and an associated
MAC Address . No entry. -
= MAC Table for SwitchD
VLAN | Mac Address Port —PDU Formats a
A R P 1 0003.E417.2790 FastEthernet0/1 5 Ethernet 11 v
1 00ED.8F26.6883 FastEthernet0/2 - 0 . 5 14 19 Bytes
2 W‘ PREAMBLE: DEST MAC: SRC MAC:
1010 1010 0003.E417.2790 00ED.8F26.6883
TYPE: DATA (VARIABLE LENGTH) FCS:
0x3806 0x0

: 4
6. Update Ethernet MAC ap
Address of frame and send out -
0 ] 16 31 Bits
, HARDWARE TYPE: 0x1 PROTOCOL TYPE: 0x800
HLEN: 0x6 I PLEM: Ox4 OPCODE: 0x2
SOURCE MAC: 00ED.8F26.6883 (48 bits)

frame/packet
7
2. Put frame/packet on hold and PC-PT SOURCE IP (32 bits) ===
issue ARP=Request Pc2 172.16.10.25
= TARGET MAC: 0003.E417.2790 {48 bits)
Ethemet!"eader IP Header TARGET IP: 172.16.10.10 (32 bits)
Destination Source MAC Type | Source IP Addre
MAC Ad* Address Address Hdr
2790 ox800! 172.16.10.10 172.16.10.25 ICMP

6883




ARP Table

172.16.10.25 6883

ICMP Echo

Request

IP: 172.16.10.10

Mask: 255.255.255.0
Def.Gate: 172.16.10.1

MAC: 2790

PDU Info at Device: PcO

~ 0SI Model | Outbound PDU O

—PDU Formats

7

-

PC-PT
Pcl

2. Pc1 receives the ping, ICMP
Echo and prepares the Echo
Reply. Pc1 determines Source
and Destination IP Addresses are

IP: 172.16.10.25
Mask: 255.255.255.0
MAC: 6883

J 1 172.16.10.10 2790

MAC Table for Sekahs < c Ethernet 11 on the same network and that it
Mac ac Switch 1. Learns i 0 4 can forward the packet to the
o003 . Source MAC, 2. g 1A PREAMBLE: Source of the ICMP Echo
ooeo.sf Forwards: Switch ' 10101010 Request.
filters unicast out port TYPE: DATA (VARIABLE LENGTH) FCS:
fa0/1 ] 0x800 0x0 ‘
)i
u] 4 8 16 19 31 Bits
4 | | Tos: oxo TL: 0x0
ID: 0x0 UXDI FRAG OFFSET: Ox0
TTL: 32 PRO: Ox1 CHKSUM: 0x0
1. Update Ethernet MAC T ——tad
Address of frame and send out PC-PT
frame/packet OPT: 0x0 0x0
p p 02 DATA (VARIABLE LENGTH)
Ethernet Header IP Header cne
Destination Source MAC Type | Source IP Addre | [° 8 16 31 Bits
MAC Add. Address | Tvre: x5 | cobE:oxo |  cHECKksum:oxo |
6883 2790 0x800| 172.16.10.10 ‘ 172.16.10.25 ‘ ‘|c|v|p ‘

ARP Table



IP: 172.16.10.25

ARP Table IP: 172.16.10.10
Mask: 255.255.255.0 m;sck :8585?;255'255-0
172.16.10.25 6883 Def.Gate: 172.16.10.1 - ARP Table

MAC: 2790

_ _‘_, - /& | 172.16.10.10 2790
PC-PT PC-PT s
PcD Pcl :

I C M P E h 1. Pc1 creates IP Pécket with ICMF Echo Reply.
c o \ & 2. Pc1examines t_lﬁe Destination .I-'P Address and

notices it is on sgme network asg'its Source IP
Rep |y Address, and lodks for Dest.IP 4n its ARP Table.

-g LULELE 3 The informat_i-'on is in the AE'P Table so Pc1

mac e SWitch 1. Learns o| & osimode | encapsulates the IP packet ifto an Ethernet

1 o003 Source MAC, 2. n ﬁ PDU Format frame with thg;' MAC addresg'of 172.16.10.10.
1 ooeo.sf Forwards: Switch a
. . Ethernet II ' o
filters unicast out port o .
] 4 & 5 14 19 Bytes
fa0/1. 3 | 8
PREAMBLE: 4  DEST MAC: SRC MAC:
S E— 1010 1010 s 0003.E417.2790 | O0OE0.8F26.6883
PCxping 17Z.16. x
TYPE: DATA (VARIABLE LENGTH) FCS:
Pinging 17Z.16. 0x800 . 0x0
L
Reply from 17Z.16. .25: bytes=3{ ime=8ms TTL=1Z0 = .
4 8 o 16 19 31 Bits
4 | e | Tost oxo TL: 0x0
ID: 0x0 * 0x0| FRAG OFFSET: 0x0
Ethernet Header IP Header TTL: 32| PHO: 0x1 CHESUN: 0%0
Destination Source MAC Type | Source IP Ac SRCIP: 172.16.10.25
MAC Add. Address “DST IP: 172.16.10.10
OPT: 0x0 0x0
6883 2790 0x800 172.16. DATA (VARIABLE LENGTH)
ICMP
0 g 16 31 Bits
| TvPe: 0x0 | cope:oxo | cHECKsUM: 0x0




Scenario 2: Sending packets to the default
gateway when going outside the network

IP: 172.16.10.10
Mask: 255.255.255.0

IP: 172.16.20.12
Mask: 255.255.255.0

Def.Gate: 172.30.10.1
MAC: 2790

C:\>ping 172.16.20.12_

/N

—/ b
PC-PT
Pc3

e CAWINNT \system32'cmd.exe

PDU Info at Device: PcO
0SI Model | Outbound PDU Details |

Def.Gate: 172.30.20.1

MAC: 6883
> I
N 3 #
2621%M 295p-24
Rnutern Swifchl

—PDU Formats

1P
0o a4 8 16 19 31 Bits
4 | 1HL | TOS!: OxD TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0x0
TTL: 32| PRO: Dx1 CHKSUM: 0x0

SRCIP: 172.16.10.10

DST IP: 172.16.20.12

OPT: 0x0 0x0
DATA (VARIABLE LENGTH)

ICMP

0 8 16
TYPE: 0x8 | CODE: 0x0 |

31 Bits

CHECKSUM: 0x0




ARP Table IP: 172.16.10.10 ,
IP: 172.16.10.33
Mask: 255.255.255.0 Mask:
. ask: 255.255.255.0
Def.Gate: 172.16.10.1 4 MAC: 6383
MAC: 2790 '

?(Next slide)

3. Examine ARP Table for Destination IP
Address 172.16.10.1 and an associated
MAC Address . No entry.

ol 2621%M
2.N the Destination MAC Add WltChU RouterD
n;us(:’bseotheeM:(s: ch;fer;s associa::(? swith as et ] LIL 2 :\l;a;z22156512 05.;.255.0
the IP Address of the Default gateway’___.--‘ L "MAC: 25

(router). R

. S’  1.ls the Source IP 2 &

o SV P Address and Destination
..‘ PC-PT Ip Address on the same PC-PT
o Pc2 network (subnet)? How Pc3
..’ does it determine this?
Ethernet Header’ IP Heade

Destination ,* | Source MAC Type | Source IPJAddre Destination IP Rest of IP | Data
MAC Add. »* Address Address Hdr

3 2790 0x800 172.16.10.10 172.16.20.12 ICMP




ARP Table

172.16.10.1 D155

5. Update ARP Table

1. Examine ARP T;.able for Destination IP
Address 172.16.10.1 and an associated
MAC Address . No entry.

MAC Tahle for SwitchO

1

0003.E417.2790

Switch 1. Learns

VLAN |Mac Address I Source MAC, 2.

oo 2164 oros i Forwards: Switch
filters unicast out port ©S!Model | nbound PDU Details | o-tbound PDU Details |

PC-P
PcO

IP: 172.16.10.10
Mask: 255.255.255.0 D Router ARP Table
Def.Gate: 172.16.10.1 172.16.10.10 2790

MAC: 2790 e— 4

3. ARP Request PC-PT

(broadcast) Pcl IP:

. Request and issue ARP Rep
DU Info at Device: Switch0

4. Update ARP Table from ARP

172.16.10.1

Mask: 255.255.255.0
MA

C: D155

! fa0/1. PDU Formats -
_: | g Ethernet II v
. 0 4 2 14 19 Bytes
= PREAMBLE: DEST MAC: SRC MAC:
6. Update Ethernet MAC 1010 1010 0090.2164.D0155 | 0003.E417.2790
Address of frame and send out
frame/packét TYPE: DATA (VARIABLE LENGTH) FCS:
. 4 0%800 0x0
]
: Q-’
- PC-PT .
2. Put fran_ie/packet on hold and d = a 6 13 31 Bits
issue ARP"Request Pcz 4 | e | Tos: oxo TL: 0x0
. ID: 0x0 0x0| FRAG OFFSET: 0x0
Ethernet Header IP Header TTL 32 | PRO: Ox1 CHKSUM: 0x0
Destination Source MAC Type | Source IP Addr SRC IP: 172.16.10.10
MAC Acv Address DST IP: 172.16.20.12
OPT: 0x0 | oxo
D155 2790 0x800 172.16.10 DATA (VARIABLE LENGTH)
ICMP
1] 8 16 31 Bits
TYPE: 0x8 | CODE: 0x0 |  CHECKSUM: Dx0




Now, what does the router do with it?

— —
PC-PT PC-PT
Pc2 Pc3

* This is just a preview!

* Let's see if we can figure it
out!

RouterD

PDU Info at Device: Switch0

OSI Model | Inbound PDU Details | Outbound PDU Details
—PDU Formats
Ethernet 11
0 4 8 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC:
1010 1010 0090.2164.D155 | 0003.E417.2790
TYPE: DATA (VARIABLE LENGTH) FCS:
0800 00
P
0 4 8 16 13 31 Bits
4 | e | Tos: oxo TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0x0
TTL: 32 | PRO: Ox1 CHKSUM: 0x0
SRC IP: 172.16.10.10
DST IP: 172.16.20.12
OPT: 0x0 | oxo
DATA (VARIABLE LENGTH)
ICMP
0 8 16 31 Bits
TYPE: 0x8 | CODE: 0x0 | CHECKSUM: 0x0




PDU Info at Device: Switch0 ] PDU Info at Device: RouterD

OSI Model | Inbound PDU Details | Outbound PDU Details I OSI Model | Inbound PDU Details | Outbound PDU Details |
—PDU Formats —PDU Formats
1P
19 Bytes u} 4 g8 16 19 31 Bits
PREAMBLE: SRC MAC: 4 | | Tos:oxo TL: 0x0
40201040 ARDSESL #2720 ID: 0x0 oxo| FRAG OFFSET: 0x0
TYPE: ATA (VARIABLE LENGT FCS: TTL 3t | PRO: 0x1 SHISSHM: 08
y \K SRC IP: 172.16.10.10
' DST IP: 172.16.20.12
Ip OPT: 0x0 [ oxo
0 4 8 16 15 31 Bits DATA (VARIABLE LENGTH)
4 | | Tos: 0x0 TL: 0x0 o
ID: 0x0 0x0| FRAG OFFSET: 0x0
TTL: 32 | PRO: Ox1 CHKSUM: 0x0 ) 2 e I
| TvrE: oxs | cobE:oxo |  cHECksum: oxo |
SRC IP: 172.16.10.10
DST IP: 172.16.20.12

OPT: 0x0 [ oxo

IP: 172.16.10.1 IP: 172.16.20.1
DATA (VARIABLE LENGTH) Mask: 255.255.255.0 Mask: 255.255.255.0
ICMP MAC: D155 MAC: 9894
0 g 16 31 Bits N}r—\
TYPE: 0x8 | CODE: 0x0 | CHECKSUM: 0x0 B
2621XM
RouterD

* Router copies in Ethernet frame, because the Destination MAC
Address matches its Ethernet interface MAC Address.

* The router strips off the Ethernet header and examines the Layer 3 IP
packet.

12



IP:172.16.10.1 IP: 172.16.20.1
1. The router looks for the Destination IP Mask: 255.255.255.0 Mask: 255.255.255.0

Address in the routing table. MAC: D155 MAC: 9894
N7l
=

0SI Model | Inbound PDU Details l Qutbound PDU Details I

2621XM
—PDU Formats Rauterd
OI_P . " e 15 31 Bics Routing Table for RouterD x|
4 I THL I TOS: 0x0 TL: 0x0 Type |Network Port Next Hop | Metric
1D: 0x0 UXUI FRAG OFFSET: 0x0 C 172.16.10.0/24 FastEthernetD/0  --- 0/0
C 172.16.20.0/24 FastEthernetD/1  --- 0/0
TTL: 31 | PRO: Ox1 CHKSUM: 0x0 |
SRC IP: 172.16.10.10
DST IP: 172.16.20.12
OFT: 0x0 0x0 2. The Destination IP Address of the packet belongs
DATA (VARIABLE LENGTH) to the 172.16.20.0/24 network in its routing table.
ICMP
0 8 16 31 Bits 3. The port or exit interface is FastEternet0/1. This is
TYPE: 0x3 | CODE: 0x0 | CHECKSUM: 0x0 an Ethernet interface, which means the router must
encapsulate this IP packet into an Ethernet frame.

IP Header Data Layer 3: Network Layer

\ M pdpT

Layer 2:

- Frame Data _ Data Link P
Layer

4. Because this network is “C” directly 2621 %M
connected, this means that the device with this Routerd
Destination IP address is on the same network as
the exit interface Fa0/1 and is somewhere on this
network.

5. This is the same process as two
hosts on the same network.

13



Routing Table for Router0 = 1. The IP Packet needs to be encapsulated

Type |Network Port Next Hop | Metric in an Ethernet Frame_
C 172.16.10.0/24 FastEthernet0/0  --- 0/0
C 172.16.20.0/24 FastEthernet0/1  --- 0/0

2. Remember, the router’s exit interface’s IP Address is on the

““‘ *same network as the Destination IP Address of the IP packet.

IP: 172.16.10.1 IP: 172.16.20.1“ 'l’?us is just like two hosts on the same network!
Mask: 255.255.255.0 Mask: 255.255.255.0 ‘.‘
MAC: D155 MAC: 9894 *s .
.
*
’0‘ OSI Model | Inbound PDU Details l Outbound PDU Details I
*
2621%M *e5PDU Formats
*
Router0 {3
*
ARP Table for Router0 x| 0 ’.‘ 4 8 16 19 31 Bits
IP Address |Hardware Address Interface 3. Examine ARP Table ‘l.IHL [ Tos: 0xo0 TL: 0x0
172,16,10.1  0090,2164.0155  FastEthernet0/0 for Destination IP *,ID: 0x0 0x0| FRAG OFFSET: 0x0
172.16.10.10 0003.E417.2790 FastEthernetd/0 | ++Address 172.16.20.12 TTL: 31%,| PRO: Ox1 CHKSUM: 0x0
172.16.20.1 00E0.B038.9894 FastEthernet0/1 o .
and an associated MAC 44 SRC IP: 172.16.10.10
Address . No entry. DST IP: 172.16.20.12
(Next Slide) OPT: 0x0 [ oxo

DATA (VARIABLE LENGTH)

3. The Destination MAC Address must be the MAC che

Address associated with the Destination IP Address. g 8 15 3l Bics
R | TvrE: 0xs | cobE:oxo | cHECKsum: oxo |
Ethernet Header et IP Header.
Destination SoUrce MAC Type | Source P Ad'dr.gss Destination IP Rest of IP | Data
MAC Add. , .+ *l Address “*e,, | Address Hdr
A ."A
9894 0x800f 172.16.10.10 172.16.20.12 ICMP

14



PDU Info at Device: Pc4
0SI Model | Inbound PDU Details | Outbound PDU Details |

—PDU Formats

ARP

ARP Table

4

172.16.20.1 9894

\g’

Ethernet IT
o 4 g8 14 19 Bytes [
PREAMBLE: DEST MAC: SRC MAC: .
1010 1010 00E0.B038.9894 | 0001.4251.4842 3 .
s 1P:172.16.20.12
TYPE: DATA (VARIABLE LENGTH) FCS: > Mask: 255.255.255.0 _
0x806 0x0
' ‘ S MAC: AA42 PGEPT,
ARP <lllllulll-.-IIIIlI#. p
0 8 16 31 Bits 4. Update ARP Table from ARP
HARDWARE TYPE: Ox1 | PROTOCOL TYPE: 0x300 IP: 172.16.20.1 Request and issue ARP Reply
HLEN: 0x6 | PLEN: Ox4 OPCODE: 0x2 Mask: 255.255.255.0 (unicast)
SOURCE MAC: 0001.4251.4442 (48 bits) MAC: 9894
SOURCE IP (32 bits) === v
172.16.20.12
TARGET MAC: 00E0.B035.9894 (48 bi £ 3 - 3. ARP Request (broadcast)
: d d its) .’ - —
TARGET IP: 172.16.20.1 (32 bits) “. g
‘t“ ‘
A‘ MAC Table for Switch1 x| )4
x| 2621 XM VLAN | Mac Address Port .
IP Address I Hardware Addres; Interface I 1 0001.4251.AA42  FastEthernet0/1 1
R 0 Ute ro 1 00ED.BO38.9894  FastEthernet0/24

0090.2164.D155

FastEthernet0/0

172.16.10.1
172.16.10.10 0003.E417.2790 FastEthernetd/0
172.16.20.1 00EN.BO38.9894 FastEthernetd/1
172.16.20.12 0001.4251.AA42 FastEthernetd/1 =
x

2. Put franfe/packet on hold and

issue ARP Request

1. Examine ARP Table for Destination IP
Address 172.16.20.12 and an associated

MAC Address . No entry.

1

Ethernet Héader IP Header
Destination Source MAC Type | Source IP Address Destination IP Rest of IP | Data
MAC Add. v Address Address Hdr

AA42 9894 0x800| 172.16.10.10 172.16.20.12 ICMP




4. The ICMP Echo Reply is encapsulated in an
Ethernet frame with the MAC Address found in

the ARP Table. The framelis sent to the switch.

ARP Table

Packet
Forwarding

172.16.20.1 9894

R/

:”c”lc‘ 4 3 v 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC: . . *
3. Pc4 examines its ¢
1010 1010 00ED.B038.9894 0001.4251.44842 *
, ' ARP table and finds *" IP: 172.16.20.12 T— 5
;’;(:;50 DATA (VARIABLE LENGTH) FDCXSD.. the MAC Address for Mask: 255-255.255.0 p p1-
the Default Gateway. MAC: AA42
OE . s e 1s oL Bice 2. Pc4 receives the ping, ICMP p
a | L | T0s: 0x0 TL: 00 _ Echo and prepares the Echo
ID: 0x0 0x0| FRAG OFFSET: 0x0 IP: 17_2'16'20'1 Reply. Pc4 determines Source
TTL: 32| PRO: Ox1 CHKSUM: 0xD Mask_. 255.255.255.0 4,4 Destination IP Addresses are
i MAC: 9894 on different networks and that it
SRR needs to forward the packet to the
OPT: 0x0 | oxo P~ f .
DATA (VARIABLE LENGTH) ‘/: —_——— PefruitSateway ('UU’)- e ——
2 6 2 1 x M VLAN | Mac Address Port
x| 1 0001.4251.4442  FastEthernet0/1
IP Address I Hardware Addresq Interface I R 0 Ute ro : DOEG,B036.5854  FastEthermetd, 24
172.16.10.1  0090.2164.D155 FastEthernetd/0
172.16.10.10 0003.E417.2790  FastEthernet0/0
172.16.20.1  00E0.B038.9894  FastEthernet0/1 _
172.16.20.12 0001.4251.AA42 FastEthernetU/’l 1- NOW that the IP paCket has been
encapsulated into an Ethernet frame, the
frame can be forwarded on to the switch. r_‘
Ethernet Header IP Header
Destination Source MAC | Type | Source IP Address Destination IP Rest of IP | Data
MAC Add. Address Address Hdr
AA42 9894 0x800, 172.16.10.10 172.16.20.12 ICMP




Now, what does the router do with it?

PDU Info at Device: Pc4
0SI Model I Inbound PDU Details I Qutbound PDU Details I

K # —PDU Formats
) Ethernet II
0 4 8 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC:
. 1010 1010 00ED.BO38.9894 0001.4251.A842
Reminder:
TYPE: DATA (VARIABLE LENGTH) FCS:
° . . . . ' 0x800 0x0
This is just a preview!
IP
* Let's see if we can figure it R R e e e R
ID: 0x0 UXDI FRAG OFFSET: 0x0
OUt! TTL: 32 I PRO: 0x1 CHKSUM: 0x0

SRC IP: 172.16.20.12

DST IP: 172.16.10.10

OPT: 0x0 [ oxo
DATA (VARIABLE LENGTH)

ICMP

0 8 16 31 Bits
TYPE: 0x0 | CODE: 0x0 |  CHECKSUM: 0x0




PDU Info at Device: Pc4

0SI Model | Inbound PDU Details | Outbound PDU Details |

—PDU Formats

19 Bytes
PREAMBLE: SRC MAC:
1010 1010 0001.4251.AA42
TYPE: ATA (VARIABLE LENGT FCS:
0x8 0
./ \
1P
0 4 8 16 19 31 Bits
4 | | Tos: 0x0 TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0xD
TTL: 32 | PRO: Ox1 CHKSUM: 0x0
SRC IP: 172.16.20.12
DST IP: 172.16.10.10
OPT: 0x0 [ oxo
DATA (VARIABLE LENGTH)
ICMP
0 8 le 31 Bits
TYPE: 0x0 | CODE: 0x0 | CHECKSUM: 0x0

1P
0 4 8 16 19 31 Bits
[ 1HL | TOS: 0x0 TL: 0x0
ID: 0x0 0x0| FRAG OFFSET: 0x0
TTL: 32 | PRO: Dx1 CHKSUM: 0x0
SRC IP: 172.16.20.12
DST IP: 172.16.10.10
OPT: 0x0 |  oxo
DATA (YARIABLE LENGTH)
ICHP
0 8 16 31 Bits
TYPE: 0x0 | CODE: 0x0 | CHECKSUM: 0x0

IP: 172.16.10.1
Mask: 255.255.255.0

MAC: D155: Nf

2621XM
RouterD

IP: 172.16.20.1
Mask: 255.255.255.0
MAC: 9894

* Router copies in Ethernet frame, because the Destination MAC
Address matches its Ethernet interface MAC Address.

* The router strips off the Ethernet header and examines the Layer 3 IP

packet.
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IP:172.16.10.1 IP: 172.16.20.1

1. The router looks for the Destination IP Mask: 255.255.255.0 Mask: 255.255.255.0
Address in the routing table. MAC: D155 MAC: 9894
)1 f‘i‘
P
0 4 8 16 19 31 Bits 2621XM
[ 1HL | Tos: 0x0 TL: 0x0 Router0
ID: 0x0 UxOI FRAG OFFSET: 0x0 Routing Table for Routerd x|
TTL: 32 I PRO: Ox1 CHKSUM: 0x0 Type |MNetwork Port MNext Hop | Metric
SRC 1B 172.168.20.12 C 172.16.10.0/24 FastEthernet0/0  --- 0/0
” DST IP: 172.16.10.10 I > o= T72Ic.20.0/28 Tastcthernetyr. --- 0/0
OPT: 0Ox0 0x0
DATA (VARIABLE LENGTH)

ICHE 2. The Destination IP Address of the packet belongs

g s L 2l Eics to the 172.16.10.0/24 network in its routing table.
TYPE: 0x0 | CODE: 0x0 |  CHECKSUM: 0x0

3. The port or exit interface is FastEternet0/0. This is
an Ethernet interface, which means the router must
encapsulate this IP packet into an Ethernet frame.

IP Header Data Layer 3: Network Layer

v v Layer 2: g.,
Frame Data Data Link PC-P PC-PT
Layer PcO Pcl

5. This is the same process
as two hosts on the same
network.

4. Because this network is “C” directly
connected, this means that the device with this
Destination IP address is on the same network as
the exit interface Fa0/0 and is somewhere on this

network.
/] SBSSIN
PC-PT PC-PT
Pc2 Pc3
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Routing Table for Router0 7 x|
Type | Network Port MNext Hop | Metric

C 172.16.10.0/24 FastEthernetD/0 0/0

C 172.16.20.0/24 FastEthernetd/1 0/0

IP: 172.16.10.1 «=***"""""""IP- 172.16.20.1
Mask: 255.255.255.0

MAC: D155 MAC: 9894
"..;'_C\

Mask: 255.255.255.0

1. The IP Packet needs to be encapsulated
in an Ethernet Frame.

2. Remember, the router’s exit interface’s IP Address is on the

FPPPTTTEL L "‘sgme network as the Destination IP Address of the IP packet.

THig is just like two hosts on the same network!

"0‘ IP
* -
2621XM ’"?’. 4 i THL T TOS: 0x0 T TL: 0x0 ol
R : :
Routerd ¢, ID: 0x0 0x0| FRAG OFFSET: 0x0
ARP Table for Router0 x] L8z | PRO: 0x1 CHKSUM: 0x0
IP Address Hardware Address| Interface 3. Examine ARP Table Te,  SRCIP: 172.16.20.12
172.16.10.1 _ 0090.2164.D155  FastEthernet0/0 for Destination IP £y SSTIF: 172 16 1010
172.16.10.10 0003.E417.2790 FastEthernet0/0 -+ -Address 172.16.10.10 — '0 —_— W
U s 1B 0% X
172.16.2012 0001.4251.AA42 FastEthernet0/1 Z’;‘; rae"szsslc__’g'artzd_t':’mc DATA (VARIABLE LENGTH)
. . Found it!
: (Next Slide) ICHE
.' [} 8 16 31 Bits
. TYPE: 0x0 | CODE: 0x0 |  CHECKSUM: 0x0
3. The Destination MAC Address must be the MAC
Addrkss associated with the Destination IP Address.
: ““‘ ..'..
. ““ ."n
] +® .
Ethernet Header Lot IP Header,
Destination §ou'rce MAC Type | Source P Aa'dr.gs.s Destination IP Rest of IP | Data
MAC Add. ““’Address “*s, | Address Hdr
Yo
2790 D155 0x800f 172.16.20.12 172.16.10.10 ICMP
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.
OSI Model | Inbound PDU Details | Outbound PDU Details I Pac ket Forwa rd | ng

—PDU Formats

Ethernet II
0 4 8 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC:
1010 1010 0003.E417.2790 | 0090.2164.D155
TYPE: DATA (VARIABLE LENGTH) FCS:
0x800 0x0
] 4 8 16 13 31 Bits . R’
4 || Tos: oxo TL: 0x0 ﬁ - & /.
ID: 0x0 0x0| FRAG OFFSET: 0x0 pc_pf- PC-PT
TTL: 31 | PRO: Ox1 CHKSUM: 0x0
SRC IP: 172.16.20.12 PcO Pcl
DST IP: 172.16.10.10
OPT: 0x0 [ oxo \ 7
DATA (VARIABLE LENGTH) < ’\}C\
ICMp 11 g ' -
0 8 16 31 Bits 2 50_
[ TvPE: 0x0 | CODE: 0x0 | CHECKSUM: 0x0 : t 2621xM
P¥T1 i g 10 MAC Table for SwitchO ) x|

[vian [Mac address | Port |

1. Now that the IP packet has been 1 0003.E417.2790 FastEthernet0/1
encapsulated into an Ethernet frame, the 1 0090.2164.D155 FastEthernet0/24
frame can be forwarded on to the switch.

PCrping 17Z.16.20.12

PC-PT

i 17 5> with 32
Pinging 17Z.16.20.1Z2 with Pc3

Peply from 172.16.20.1Z2Z: bytes=3 TTL=120

2. PcO receives ICMP Echo Reply and displays the information on the screen.
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